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Article 1 Purpose and Legal Basis 
 

In order to implement the protection and management of personal data and to ensure that the 

collection, processing, and use of personal data by the Company comply with the requirements of 

the “Personal Data Protection Act” (hereinafter referred to as the “PDPA”), the “Enforcement Rules 

of the Personal Data Protection Act”, the “Regulations of Governing Personal Data File Security 

Maintenance Plan and Processing Method for the Vessel Carrier”, and other applicable laws and 

regulations, the Company hereby establishes this “Personal Data Protection and Management Policy” 

(hereinafter referred to as the “Policy”) as the highest guiding principle for personal data protection 

within the Company. 

Article 2 Scope of Application 
 

This Policy applies to all employees of the Company, as well as personnel of customers, suppliers, 

external consultants, and other third-party partners. 

Article 3 Definitions 
 

1. Personal Data (hereinafter referred to as “Personal Data”): 

Refers to a natural person’s name, date of birth, national identification number, passport 

number, physical characteristics, fingerprints, marital status, family information, education, 

occupation, medical records, medical treatment, genetic information, sexual life, health 

examination records, criminal records, contact information, financial status, social activities, 

and any other information that may directly or indirectly identify a specific individual. 

The definition and scope of Personal Data shall be subject to amendment in accordance with 

changes made by competent authorities or relevant laws and regulations. 

2. Sensitive Personal Data: 

Refers to Personal Data relating to medical records, medical treatment, genetic information, 

sexual life, health examination records, and criminal records. 

3. Data Subject: 

Refers to the individual to whom the Personal Data pertains. 
 

4. Other terms shall be defined in accordance with Article 2 of the PDPA. 



Article 4 Management of Personal Data 
 

1. The collection, processing, and use of Personal Data shall respect the rights and interests of 

the Data Subject, comply with applicable laws and regulations, and be conducted in good 

faith. Such activities shall not exceed the necessary scope of specific purposes and shall 

have a legitimate and reasonable connection with the purpose of collection. 

2. The Personal Data collected, processed, and used by the Company includes, but is not 

limited to, employee Personal Data, Personal Data of customers or their employees, and 

Personal Data of suppliers or their employees. In principle, the Company mainly collects 

general Personal Data and shall not collect Sensitive Personal Data unless required for 

business operations or by law. 

3. To respect the statutory rights of Data Subjects, if international transmission of Personal 

Data is required, the Company shall handle such Personal Data with a high level of 

confidentiality and ensure that such transmission is conducted under lawful, appropriate, and 

adequately protected conditions. 

4. Where the Company entrusts a third party with the collection, processing, or use of Personal 

Data, the Company shall properly supervise the entrusted party and confirm that its personal 

data management systems and measures comply with applicable laws and this Policy. 

5. The Company shall clearly define matters related to the exercise of rights by Data Subjects 

as set forth in Article 3 of the PDPA, including the methods for exercising such rights, any 

fees payable, and the Company’s review procedures for requests made by Data Subjects. 

6. The Company shall establish a Personal Data Protection Management Task Force as the 

designated management unit, composed of personnel appointed by relevant departments, 

responsible for establishing and maintaining management mechanisms for personal data 

processing procedures and for receiving and responding to requests from Data Subjects. 

Article 5 Security Maintenance of Personal Data 
 

1. The Company shall adopt appropriate security maintenance and management measures for 

Personal Data collected, processed, or used to prevent theft, alteration, damage, destruction, 

loss, or leakage. To ensure the security and accuracy of Personal Data, the Company shall 

regularly review the security maintenance of its data file systems. 

2. To safeguard the security of retained Personal Data, the Company shall, based on business 

needs, define access authorization for relevant personnel and control access to Personal Data, 



and shall require personnel to assume confidentiality obligations. 
 

Article 6 Record Retention and Continuous Improvement Mechanism 
 

1. The management unit shall retain records or relevant evidence regarding the actual 

implementation of legally required personal data management systems and security 

maintenance and protection measures. 

2. To continuously improve personal data security maintenance, the management unit or 

personnel shall review and revise personal data protection matters and periodically submit 

relevant assessment reports. 

Article 7 Handling of Personal Data after Business Termination 
 

To prevent theft, alteration, damage, destruction, loss, or leakage of Personal Data, the management 

unit shall define and handle matters related to Personal Data after business termination in 

accordance with applicable laws. 

Article 8 Notification Mechanism 
 

To address security incidents involving theft, alteration, damage, destruction, loss, or leakage of 

Personal Data (hereinafter referred to as “Personal Data Incidents”), the Company shall establish 

emergency response procedures, notification, and prevention mechanisms. These shall include 

measures to be taken after an incident occurs, parties to be notified, notification methods and 

contents, response mechanisms, assessment of impacts, formulation of corrective and preventive 

measures, and subsequent disciplinary actions. 

Article 9 Personal Data Management Unit 
 

1. The management unit shall conduct risk assessments of the personal data management 

system and require each department to periodically confirm whether personal data 

management procedures are implemented in accordance with laws, regulations, and 

Company policies. The management unit shall also assess and improve risks related to 

system implementation to ensure compliance with applicable legal requirements. 

2. In addition to establishing management systems in accordance with this Policy, the 

management unit shall proactively formulate and promote personal data protection 

guidelines, related measures, documentation, and consent forms. Where personal data laws 

or regulations are amended, the management unit shall promptly formulate, revise, and 

implement relevant management procedures. 



Article 10 Education, Training, and Penalties 
 

1. To ensure compliance with current laws and regulations regarding personal data 

management, the Company shall periodically provide personal data protection and 

management training to all personnel and retain relevant records. 

2. Any personnel who violate personal data protection requirements shall be subject to 

disciplinary actions in accordance with internal personnel management rules and employee 

reward and punishment regulations, and may be referred to competent authorities in 

accordance with the law depending on the severity of the violation. 

Article 11 Grievance and Whistleblowing 
 

Where a Personal Data Incident or situation that may harm the rights and interests of an individual 

occurs, or where any potential violation of this Policy is discovered, employees, external entities, or 

natural persons may submit grievances or reports through the personal data protection email 

mailbox established by the management unit. The Company shall strictly protect the information of 

whistleblowers to safeguard their rights and interests. 

Article 12 Implementation 
 

This Policy shall come into effect upon approval by the Board of Directors. The same shall apply to 

any amendments hereto. 
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